ABSTRACT With the recent increase in the number of IoT devices and the development of centralized management systems, risks in cyber space, including personal information phishing, malicious code infection, hacking, and DDos attack, are becoming major issues in the real world. The recently developed distributed data management technology, blockchain, provides reliability in transactions without the intervention of a third party. This new technology, blockchain, promotes integrity and reliability of transaction records by allowing for all network participants to jointly own and verify data, which was previously done by a central server. Due to distributed data management, the technology can reduce brokerage fees and construction costs, and guarantees high levels of integrity and security of data. This paper examines the effective identifier management using blockchain technology under the named data networking environment. The proposed system does not expose a specific user's identifier by creating a transaction using the content name of the identifier. The identifier can be safely stored and managed through such an identifier split management technique.
I. INTRODUCTION
Due to the rapid development of information communication technology and its integration with objects in our real life, cyber risks (e.g. personal information phishing and malicious code infection by hacking home appliances) have become real threats in the real world. With regard to characteristics of Internet data service, many users request the same service, like a web page of a portal site. On the other hand, the current data transmission method uses the addresses of the sender and the recipient to communicate, irrespective of the type of data. Therefore, data should be sent again if the address of the recipient differs even if the data content is the same. While existing network infrastructure has been used as a path to communicate data between a data center and a terminal, future network infrastructure will be actively involved in decision making during the whole process from data creation to use, and independently plays important support roles in data center's services. With such changes in networking environments, NDN(Named Data Networking) networks attract attention as the next generation network architecture. In the NDN environment, content in a network can be retrieved by the name of data and saved in the network cache [1] . Users can receive contents from the cache area of the nearest network, as well as a content service providing server. Due to the characteristic of NDN that contents are requested by the name of the data and data is transferred from a cache area of networks, integrity and privacy of data are paramount [2] . Therefore, reliability, controllability and information integrity between devices and the importance of security due to the possibility of hacking and infringement of privacy are emphasized. However, there are several obstacles including security solutions remaining at the individual unit, lack of consistent security policy and slow decision making processes. In addition, it is necessary to develop policy to actively and effectively deal with cyber attacks against various types of networks. Furthermore, a new customized security service suitable for such various networks is also required. Blockchain technology can secure integrity and reliability of transaction records by allowing for all network participants to jointly own and verify data, which was previously performed by a centralized server. Particularly, the distribution industry has strong and active interests in the introduction of blockchain based on IoT(Internet of Things) technology [3] , [4] .
The network topology of the system proposed in this paper is Fog Computing. The system adopts NDN based service for data management and applies blockchain technology for safe data management. The proposed system generates a transaction record using the content name of the identifier so that the identifier of the specific user is not exposed. Identification of devices concerning NDN based content names in fog computing environments ensures safety by preventing device identifiers from being exposed. Sensitive identifiers can be safely saved and managed through such an identifier split management system. In the paper, Chapter 2 presents relevant prior research. Chapter 3 describes the system proposed. Then, the conclusion is presented in Chapter 4.
II. RELATED RESEARCHES A. BLOCKCHAIN
Blockchain is the base technology of 'Bitcoin', which is the most widely and actively used cryptocurrency. Blockchain has a unit called a block and the transaction history is recorded on the block. The blocks are arranged by time. Each block has information linking the previous block and the subsequent block. If the contents of a block are changed, all following blocks are re-created. Blockchain has a distributed ledger structure. All participants in the blockchain network own a ledger that records all transactions. This is called the public transaction ledger. This technology prevents hacking that may occur during transactions using cryptocurrencies. Another important feature is that blockchain does not need a huge centralized system that manages transactions records. To add a transaction to a block, validity of the transaction shall be verified by all participants in the network. Therefore, another important feature of blockchain is to prevent fraudulent transactions. There are several types of blockchains according to purpose and application. In addition, other classifications are possible, depending on the direction the base of the blockchain moves to. Table 1 shows the characteristics of each type of block chain. Fig. 1 shows the block structure of the blockchain [5] - [7] .
1) PUBLIC BLOCKCHAIN
Public blockchain is the type of blockchain with the highest distribution rate. Representative examples of the public blockchain include Bitcoin and Ethereum. Anyone in the world can read data of a chain, make a transaction and compete for the right to record on a block without a third party. A core developer cannot intervene in user activities. Participants of each node freely enter into or exit from the network [8] .
2) PRIVATE BLOCKCHAIN
The concept of the private blockchain is completely different from that of the public blockchain. Permissions in this network are controlled by a certain organization or group. Data reading permission shall comply with regulations of an organization. Sometimes, it is open to the public. Access to the network may restricted. As the number of nodes participating in is strictly managed and small, it takes less time to make an agreement compared to public blockchain. As a result, it has quick transaction speeds, high efficiency and low cost. However, this kind of blockchain is suitable to use inside a certain organization only [9] .
3) CONSORTIUM BLOCKCHAIN
Consortium blockchain is located in the middle between Public blockchains and Private blockchains on the continuum. It could achieve 'partial decentralization.' On each node of the chain, there are actual organizations and institutions which correspond to those on other nodes. When authorized participants join the network, they become a part of a profit related federation and jointly run the blockchain. For a certain point of view, consortium blockchain may be included in Private blockchains. The difference between the two types of blockchains is the degree of privatization. As Consortium blockchains have a low cost and high efficiency, it can be applied to transactions between different organizations, payments and B2B(Business to Business) transactions [10] .
B. NAMED DATA NETWORKING NDN (named data networking) transformed the paradigm of existing networking to contents centered. In NDN, routing is based on the name of the content, not the IP address indicating the host [11] . In the NDN environment, contents in the network are retrieved by the name and saved at the network cache. Users can obtain contents from the nearest network cache or service providing server. The content name based on NDN is not transparent [12] . Therefore, a cache application conducts caching work ac-cording to its policy, referring VOLUME 7, 2019 to the ID(Identifier). Under NDN environments, creation of space for content's name is led by a development or a user. Basically, it has a hierarchical structure, like URLs(Uniform Resource Locator). It is assumed that the name is readable by humans. Currently, a basic naming convention is established and introduced to a system library [13] . Fig. 2 shows the data transmission process of NDN.
NDN packets consist of the two message packets of interest packet and data packet. Interest packets are used by a content consumer to request data from a producer [14] . Data packets are a reply of interest packet by a node that has the requested data [15] . Fig. 3 presents the structure of each packet. Interest packets consist of the content name, selector and nonce while data packets consist of content name, signature, signed info and data. The content name of interest packets defines the name of data to be requested. The selector defines a name that is not previously defined by the content name, or it is used to manage and secure preferred CS(Content Store) information if a name is matched with several CSs. The nonce refers to a randomly generated byte string. It is used to prevent creating a loop that may happen when interest packets are coming from several paths [16] , [17] .
C. FOG COMPUTING
Dedicated computing devices need to be installed in the network, called processing nodes, in order to have the type of computing infrastructure needed by the smart traffic network environment [18] . For example, a dedicated router can not only forward packets, but it can also deal with computing of ordinary applications. Also, Fog computing needs to be employed to provide an on-demand user inter-face that is similar to the IaaS(Infrastructure-as-a-Service) cloud that includes management functions such as generating computing resources of certain capabilities in the network layer with respect to a specific geographical area [19] . A computing instance of a mobile node is allocated a certain amount of system resources (with respect to CPU clock rate, number of cores, amount of memory, and storage capacity) so that it can independently perform computations and routing. In other words, all nodes in the smart traffic network can use computing functions in order to execute applications. Fig. 4 shows the structure of Fog Computing [20] , [21] .
D. ATTRIBUTE-BASED ENCRYPTION
ABE(Attribute-based encryption) is a type of encryption method that allows only users who have sufficient attributes concerning encrypted data to decrypt the data. Attribute-based encryption starts from configuring identity values of identity-based encryption to a set of predetermined attributes. The attribute-based method proposed by Sadiku et al. [11] in an early stage, used a threshold technique. A ciphertext contains Set S, consisting of attributes owned by an encryptor. A user who wants to decode a ciphertext compares Set S' (a group of his/her own at-tributes) with Set S. If a certain number (k) of attributes matches, the cipher text can be decrypted.
Many studies on diversified message encryption techniques, beyond the limitations of threshold technique, which is simple comparison of attribute values. As a result, two attribute-based encryption methods were proposed; Key policy attribute-based encryption and ciphertext policy at-tribute-based encryption [23] .
III. IDENTIFIER MANAGEMENT SYSTEM A. OVERVIEW OF SYSTEM
To safely manage identifiers, the system retrieves an identifier using the NDN network based on the blockchain. For the easy search of identifiers, a NDN based network is configured. An existing Internet network based on IP addresses allocates an IP address to a device or a user for network participation. In this case, a centralized server is required to manage data. In addition, it is difficult for the system to smoothly deal with issues because of the increased number of users.
Therefore, the network topology of the system proposed in this paper is 'Fog Computing.' Furthermore, the system adopts NDN based service for data management and applies blockchain technology for safe management. Fig. 5 indicates the identifier management framework of the NDN network based on consortium blockchain. The process shows steps concerning a new node in the blockchain network with accredited keys, a created block verified by consensus protocol and connected to the blockchain. The transaction creation and verification process is necessary for the validation of the transaction. In the NDN environment, an identifier is specified by a content name using a blockchain to verify whether it is a valid identifier.
The network shown in the framework consists of representative nodes, participating nodes and authentication servers. The communication procedures are divided into 5 stages. First, an authentication server verifies a key pair of a participating node. Then, the server creates a transaction and request a representative node and other participating nodes to verify the transaction. When a block is created and verification is complete, the transaction is shared. If a user finds the identifier, he/she can search the blockchain and access participating nodes that have relevant data. 
B. BLOCK CREATING PROCESS
Nodes participating in the blockchain are classified into 2 types. The first type is a representative node. It has sufficient space for saving Blockchain data and has relatively high computing power. This node corresponds to a proxy server in Fog Computing. The second type is a participating node. Compared to a representative node, the computing power of participating nodes is low, and the storage is small. Therefore, it does not save blockchain data although it participates in creating a block. This node corresponds to a device in Fog Computing.
The block creation process of the system is shown in Fig. 6 . When a simple device that can only create data participates in, a representative node should conduct consensus process for it. Except for the case above, all representative and participating nodes jointly follow consensus protocol.
When a representative node implements the consensus protocol, validity of transaction is verified by decoding signatures used during the creation of a block. The node applies an algorithm to generate a block hash using the content, the name, the identifier and the public key included in a transaction. After applying a hash algorithm to transactions, it generates the root hash of Merkle tree for each hash result. It lists a generated root hash, a hash of previous blocks, private key and nonce. Then, it starts to search for a value smaller than the standard hash using SHA256 hash. It keeps changing nonces until the hash value satisfying the conditions is found. If the node contains the hash satisfying the condition, it saves the hash value as a block hash and send the hash information together with the value of nonce to all nodes participating in the blockchain. A node receiving both hash and nonce information verifies whether the received block is valid by applying a hash algorithm that uses its own message information and nonce. When all verification procedures are complete, the node creates a new block for information of the block hash, nonce, previous block hash and Merkle root hash and connects it with its own blockchain.
When both representative node and participating node conducts consensus protocol, a representative node is requested to verify a transaction by consensus entities. The representative node arranges the request and transmits it to other nodes. Nodes receiving a transaction from the representative node also transmits it to the remaining nodes. Subsequently, all nodes reach a consensus (agreed by the majority of nodes) by deciding what is the transaction they received the most and transmitting the result to other nodes. Finally, the consensus is delivered to the representative node.
When all verification procedures are complete, the process to create a block between representative nodes begins, using the content name, the identifier and the public key contained in a transaction. The block creation process is the same as the process used in the event that only representative nodes implements the consensus protocol after the applying hash algorithm to a transaction. After that, main blockchains are connected, representative nodes shares blockchain data, and the consensus protocol process ends.
C. CREATION AND VERIFICATION OF TRANSACTION
The transaction creation process creates information forming a single block while the electric signature creation process creates an electric signature to be used for verification of a transaction.
Representative nodes and participating nodes in the network record transactions using the content name, the identifier and the public key. There are two cases in which information is saved for a transaction. First, a participating node is connected with a representative node, and saves device information and creates a transaction. Second, a participating node and a representative node separately save information of a transaction.
In both cases, all representative nodes and participating nodes connected to the network become a part of the blockchain. A node creating a transaction transmits the information to all nodes participating in the blockchain. Fig. 7 indicates the transaction creation process. Information to be recorded on a blockchain is created through a transaction. The content name is included in a transaction. All devices connected to the network become nodes participating in a blockchain. A node creating a transaction transmits the information to other nodes in the blockchain. A node has the list of other nodes participating in the blockchain and a node creating a transaction or a block transmits the information to nodes on the list. The list is saved in a table format for future searches whenever the blockchain is updated. In transmitting a transaction, the signature that has information encrypted by a private key is created. A transaction is transmitted with the signature created by the private key, as well as the public key. A node receiving a transaction decides the validity of the transaction using the attached signature and the public key. If the decryption result of a signature is ''True'', proof of the work process initiates the saving of transaction information and creating a block. Through the decryption process of the signature, authentication and non-repudiation of a transaction creator are verified.
D. IDENTIFIER MANAGEMENT
The identifier encrypts all contents using the attribute-based encryption algorithm, except for the name of the content. The name data is saved in a plain text format for future searches. This structure allows the use of data, without exposure of the contents. A transaction is created by using the content address of the identifier saved in this method. In other word, the entire identifier of an individual is not exposed.
The identifier management has a logical structure, as shown in Fig. 9 .
Except for the name, the identifier must have the attribute data to restore the content. A user encrypts data using an attribute data set. Only an authorized user who has the attributes can decrypt the data. A ciphertext is related to the access structure while the private key is related to an attribute. In other words, an access policy can be configured together with encrypted data.
IV. CONCLUSIONS
With the recent increase in the number of IoT devices and the development of centralized management systems, new issues such as hacking and DDoS(Distributed Denial of Service) attack are emerging. The new technology, blockchain, secures the integrity and the reliability of transaction records by allowing for all network participants to verify data, which was previously performed by a central server. Regarding characteristics of Internet data service, many users request the same service, like a web page of a portal site. On the other hand, a current data transmission method uses the addresses of the sender and the recipient to communicate, irrespective of the data content. Therefore, data should be sent again if the address of the recipient differs, even if the data content is the same. While existing network infrastructure has been used as a path to communicate data between a data center and a terminal, future network infrastructure will be actively involved in making decisions during the whole process from data creation to data use, and independently play important support roles in data center's service. This paper adopts NDN based service for data management and applies blockchain technology for safe data management. Consortium blockchain is considered in this study, which manages blockchains with partial centralization.
There are two types of nodes; representative nodes and participating nodes. A representative node can replace a proxy server of Fog Computing. Participating nodes can replace devices in Fog Computing. For easy search of identifiers, a NDN based network is configured. An existing Internet network based on IP addresses allocates an IP address to a device or a user for network participation. In this circumstance, a centralized server is required to manage data. In addition, it is difficult for the system to effectively deal with issues because of increased number of users. Therefore, the network topology of the system proposed in this paper is 'Fog Computing.' Furthermore, this paper proposes a system featuring increased safety using blockchain technology as a method to split and restore identifiers. Sensitive identifiers can be safely saved and managed through such an identifier split management system. In the future, studies on split management encryption method to prevent exposure of a device identification number are required. 
